TSslus

TerminalServicePlus

TSplus User Guide

TSplus product range is the greatest offering of the world market tddsya powerful and the easiest
way to publish any of your Windows application on a LAN or a WAN.

Features

Benefits

5, 10, 20 or Unlimited concurrent users Adding “server technology” to an

Universal Printer
Application Publishing

Application control

Load balancing and failover

TSplus user remote Task |

TS WEB the best web access solu
HTTP and HTTPS server included

Fast file transfe

existing XP, VISTA, W7, 2003 SBS,
2008 SBS system (32 or 64 bits)
Enable to print document wherever you
are

Without the Microsoft Remote Desktop
background

Per user or per group of users, using a
amazing Drag & Drop wizard, Per user
or Per Groups wizards

Up to 10 servers for a wide deployment
scalability (which means up to 1.000
concurrent users per farm)

A nice looking alternative shell -
Microsoft Remote Desktop

Accesing TSplus applicatic using
HTML/java pages

Using VirtualChannel, TSplus

include a fast file transfer capability

1/28



T1S5/us

TerminalServicePlus

TSplus User Guide

1. Pre-requisites

Hardware

TSplus works fine on any hardware and here is the minimal reeowhed hardware.

Number of users | Equipment for XP | 2003 or 2003 SBS| W?7, 2008 or SBS
512 MB, DDR 2 1GB, DDR 2 Dual core
3-5 ONE CPU ONE CPU 2 GB, DDR 3
One CPU 2 GHZ
1 GB, DDR3 2 GB, DDR3 Quad core
10 One CPU 2 GHz One CPU 2.5 GHZ 4 GB, DDR3
Dual core Dual Core One CPU 2 GHZ
2 GB, DDR3 4 Go, DDR 3 Quad Core
20 One CPU 2.5 GHzZ Two CPUs 2.5 GHZ 4 Go, DDR 3
Dual Core or Quad Core| Dual Core/ Quad Core| Two CPUs 2.5t0 2.9 GHZ
4 Go, DDR 3 Farm of 2 servers Farm of 2 servers
50 Two CPUs 2.5 to 2.9 GHZ \W/ith 25 users each With 25 users each
Dual Core or Quad Core
4 Go, DDR 3 Farm of 4 servers Farm of 4 servers
100 Two CPUs 2.5 to 2.9 GHZ \With 25 users each With 25 users each
Quad Core
Over 100 Farm of servers Farm of servers Farm of servers

Comment: The latest motherboard with triple channels memory su{@B, 6 GB, 9 GB or 12 GB)
and one fast SSD drive dedicated to the system deliver thdest performances. This kind of hardware

is often the preferred configuration to run video gamis. ihexpensive and it is outperforming.
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Operating system
Your hardware must use one of the operating systems below:

TSplus for XP: Windows XP Professional

TSplus for VISTA and Windows 7:Home premiumProfessional, Corporate or Ultimate
Edition

TSplus for 2003 or 2003 SBS

TSplus for 2008 or 2008 SBS

32 and 64 bits are supported.

Network parameters
The TSplus “server” must have a fixed IP address

Internet Protocol (TCP/IP) Properties @E]

Gereral

You can get I gettings assigned automatically if your network supporks
this capability. Othenwize, you need to ask your network. administrator for
the appropriate P zettings.

() Dbtain an IP address automatically

1P address: | 132 188 . 1 122
Subnet magk: 250285 02550
Default gateway: | 192 188, 1 .1

(%) Use the following DNS server addresses:
Preferred DMS server: 192168 1 . 1

Alernate DNS server:

[ 0k H Cancel ]

Remote access (from Wide Area Network — WAN)

A DSL connection is recommended as well as a public fidedess. Without fix IP address, you
should install a dynamic DNS service like DynDNS.org.

The TCP RDP port (by default 3389) must be opened both ways on youalfire
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2. Installation of TSplus

1. Run Setup-TSplus-2011.exend then follow the installation steps.

S B B R

Welcome to TSplus nlis
Installation program. T8plus

TerminalServicePlus

Thig program allows vou to install TSplus on wour hard drive.

TSpluz provides Muliple Sessionz, Load B alancing, Universal Printer, Seamless Remote
Application, Application Control, security, TS WEB [HTTP and HTTPS], suppart of
dual-zcreen and a much mare... The AdminT ool iz simplifving the server zetup.

TSpluz iz certifped 100% viug free.

TSpluz: click Mest to continue. M et > | | Exit =

Tepleinstalstion progiam = release 3 S8R 10

License

Pleaze read the licenze agreement below,

TSplus's licenze agreement

Software

“ou should carefully read the following terms and conditions before opening the software
package, of if downloaded, before uzing such downloaded software. Opening the
package or uzing the software, if downloaded, means you accept these terms and
conditions and understand that they will be legally binding on vou and TSplus. If you do
not agree with these terms and conditionz, or da not want themn to be binding an pou,

(®) | agree with the above terms and conditions ()1 do not agree

| Mexst > | | Exit =

2. Click on | agree to the license
A message appears then to ask you to confirm the TSplusrdason on C:
The installation path is mandatory :
%ProgramFiles%\TSplus

The progress bar appears then and allows you to follow the psogfrerocess.
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Copying files

“four gerver installation folder is: TS :

C:AProgram FileshTSplush. . | ! jS
TerminalServicePlus

Fleaze wait. ..

Copying files. TSpluz iz certifped 1003 virus free.

TecuRtTeattre s selupoption

Windows has added multiple security lavers which could presvent
wour syskem o waork automatically and to perform as vou are expecting.
Firewall, &C or Security Center are annoving when nok knowing how to change their defaulk settings.

For an easy management, we recommand to disable some of these lavers,
If wou wank bo keep your system 'As Is' just answer MO,
If wou prefer the simplicity and ko have better performances, just answer YES.

‘WWould wou like ta disable the local Firewall and the UAC {recommended)?

| Yes | | Mo |

We recommend you to accept our TSplus default installationg®tiAccording to our experience, most
of the production issues are due to Windows useless securityefeat
A progress bar is displayed to point out the progress of thalation of the universal printer TSplus

Faphis Plegs

Once the installation terminated, a window informs you about it.
To use TSplus, you must reboot your system.

The trial periods delivers a full product for 15 days and 5 conuiuusers.

If you wish to extend the number of users, or for any quegin, please send us a mail using our web
site: http://terminalserviceplus.com
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3. Custimization and parameters settings

The TSplus server is now ready to go.

However, you can customize all of the system parameidrsaavpowerful administrator tool.
—
|
| |

1. Click on the “luistkeel | jcon created on your Desktop

Schmimisteation Sa

TSplus - AdminTOOL

Adminiztrator tool: | banagement of Publizhed Applications | Assigning applications ta users or groups

=4} Server administration tools =
EJ Task manager F
E Terminal Services Manager TS |
ﬂ IUser and Group management P ) A‘TS
ﬂ Group Policies (GPO) TerminalServicePlus
ﬂ Services
ﬂ Server properties
=0
ﬂ Manage HTTP server
EJ change ROP port (3339) |
ﬂ TSplus Desktop Taskbar manager ™
EJ Loadbalancing and failover ! )
EY Edit .INI parameters files [[] Deny access from Microzoft RDP client
EJ Edit the PC names list {firewalled [[] Limit access to the members of Remate Desktop Users
=i} System information
EJ checkthe server license

EJ Update T3plus 4 : :
EY Backup vour server parameters [] Block allincoming access to thiz server

EJ Restore your server parameters el et Efll:use désu:lunmfacled us;rs &
ﬂ Events logs after a delay of [seconds]
=" & ] inni i 3
=4 Optimization .and log user's con | PR ——— | o
E3 oebug log file management elect preferred language

% [zl ;
’Et—r'—ﬁmuﬂl—ﬁm_ﬁm“—m‘— | Display the server Wal P | Language selection B

Server JUPITER - 192.168.0.122 Connections: 0/5 users Release 3.50.11.10
Thiz zerver product ID iz 80902587 [warning: Changing the server name will invalidate the licenze)

Trial peniod 15 days [ 5 uzers]

Information meszages

Server advanced security options
[[] Firewall sessions using user PC names

[®] Encrupts client/server communication FIPS-Compliant

[] Allow only one open session per user

| Buy online nowl | | Activate the permanent license |

6/28



TOplus

TerminalServicePlus

TSplus User Guide

Change RDP port Default number is 3389 and you can choose a different one.

FEplis ot namber

Enter a port number

| Stop'web Servers | TS 2HUS

| TerminalServicePlus

| Dizplay settings

web port number (g0

'Q' The Web Server services are running...
Entrer your own data to generate your free self-zsigned certificate

our country code [2 char.] s

our country name LISA,

Tour city name Hauston

Your company name EChA

Your divizion name Cormnouter Divigion

“f'our department name T elecommunication

| Generate pour self-signed certificate |

Permanent license activation
Your ProductD is: 209047 | Enter vour permanent icense keycode

tctivate the license

Trial license, 14 daps.
Change the HTTPS port number [not recommended] 443

The ProductID and keycode for TS WEB option is different fom the TSplus ones. So when
you buy a TSplus license and the TS WEB option you shall ask fdwoth keycodes and you
shall provide us both ProductIDs
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Activate the TSplus license:

ProductID: 80902587
Please enter your product KEYCODE

You will find this code in the mail received when
wou purchased vour permanent license,

If wou do not find wour KEYCODE, please contact us.
Thank ywou Far being our customer!

1352673

@ Changing the server name will disable the license and it is will required asking for a new one.

Hide the TSplus server disk drives:

[ ] Digk & [ ] Digk M
[ ] Digk BN [ ] Disk 0:%
[ Digk C:N [ ] Digk P
[ ] Disk D [] Disk 2
[ Disk E:N [ ] Disk R
[ ] Digk F: [ ] Disgk. 5:%
[ Disk G [ ] Digk T:N
[ ] Disk H:\ [ ] Disk L
[ ] Digk 124 [ ] Drigh: e
[ ] Disk J: [ ] Dk ez
[ ] Digk KN [ ] Drighe 52
[ ] Digk L [] Dk
[ ] Digk b [ ] Digk Z:

| Hide selected dives |

| Select al | | Unzelect &l |

Comment: This functionality is powerful and does not disal# the access to the disk drives. It just
prevents the user to display it. For the Administrator, itmeans that he will have to set his explorer
settings to allow the display of hidden files AND to all the display of system files.
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Manage the TSplus Taskbar:

EE Taplista

Select your prefered TSpluz T askbar theme

(®) Lze Blue taskbar theme az default

() Usze Silver taskbar theme as default

) Usze OnTop tazkbar theme az default

) Use Desktop theme one as defalt

() Uze Desktop theme bwo az default

[ ] Hide mernu options [ ] Hide systray icons

| Feplace logo/wallpaper on the Deskiop themes |

| Edit the uzer's memu |

Save

The TSplus Taskbar is a very nice alternative to the defdinidows Remote Desktop. This is one of the
unique benefits of TSplus.

Updating your TSplus server:

TEphstipdatah

Before updating TSplus enzure that you have purchased

and/ar renewed our vearly update subscription. If not, please
TS - do g0 now at our web site, We stive evipday to further

for wour benefit. Thank vou for pour subzcription which direct

Terminals icePl . . . f
srovRalberice s o pports our ongoing onine assistance and support services.

(=] Update Al [®] Update programs  [®] Update TSWEE  [®] Update Themes

[®] Universal Printer — [®] Multiple sessions per user printing patch
Cormnpatibility Update Patch [to be uzed in the event of a corupted systemn file)

[ | &pply the Compatibility Update patch. This patch will restore the TS plus kemel
in the event of an uncompatible hotfiz or a corupted system file.

| Update TSplus now |
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TSPlus Client generators

£y Default global client parameters:If you want, you carspecify once the connection client
programs parameters.

for Client-connection

Thiz program allows vou to enter global zettings for client connection,
When launching a client generator, these parameters will be included az default zettings.

Thiz avaoidz hawving to retype the zame infarmation when several clientz are generated.

Server Adress TCP Fort Domain Marme
Local Penipheralz riversal printer option
[ ] Disk Drrivee () Previess with the local PDF Feader
[ ] Printers () Print an default printer - local driver included
[ ] COM Ports () Select the local printer - local driver included
[ ] Smartcard () Streaming print on the default printer - local driver incl.

£ Selecting your seamless client coloif you want to seamlessly publish applications you must
select a transparency color (green, blue or pink)

Wirual Spphostiorepuiaizhing

Specify your prefered Seamlesz Colar
() Elue () Pk, (®) Green [default color)

Our Seamless client iz based on one tranzparency color.
The zeamless color must be the identical on both zides.

[®] Using rdp5 can be a good idea [default zetting]
It prevvents izzue that can be due to rdpE zecured

Ilze our Seamlezs client or Microzoft RemoteApp
(®) Seamless client [recommended] () Microzoft Remotedpp

Warning: when using Microzoft Remotedpp mode
each uzer PCz must have RDPE installed on their PC
and the server must be a w2008 or a 'y Ultimate.

The Seamless Client is based one transparency color selsctd® Administrator. As the Remote
Desktop background color is paint with the selected transparent twav)icrosoft Remote Desktop is
not displayed anymore and the user will just see his published atjptis.

Installation default is NO TRANSPARANCY. We offer yduetchoice between 3 transparency

colors: Pink, Green and Blue. Warning: Off course, the servethendonnection clients must use the
same color.
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Seamless connection program:

The administrator can select 3 different styles of Remoskidp TSplus Taskbar. The TSplus Taskbar
is extremely useful when a session is run with the Seamggkd connection program. The user can
launch remote applications with one click on the TSplus taskbar tdinHase the full local Desktop

available.

Right side Blue theme taskbar
@ My Remote Deskiop W%CESS
<

My Remote Documents

My Remote Programs & Documents

Wy Retmote Printers

Remote Run...

Motepad

) Data Sheet
'@ Releazetlote
'@ =& rLice

m Acrobat Feader
ﬁ File broswwer
B EXPLORE

& Cpera

Right side Silver theme taskbar

@ Blue stylizh tazkbar

@ OnTop dropdosen menu taskbar
@ Full screen stylish Desktop

@ WISTA style Desktop

@ Blue style Desktop

~¥

2 Logotf

Iy Documents
m Acrobat Reacder
.‘J File broswer
& EXPLORE

&} Opera
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Thin-client or any RDP based connection program

The administrator can select 3 different styles of fuken Remote Desktop. The standard Microsoft
Remote Desktop can also be used if preferred.

Because these TSplus Desktops are full screen, it fillsg@edisplay when a session is opened from
dedicated thin-clients, any RDP based client, or accéss®da web page or TSplus Remote Desktop
clients.

There are benefits over a standard Remote Desktop. It@rthtre server security (no START button
neither full control of the Desktop). The Administrator caspalustomize the desktop background by
replacing with your corporate logo.

Standard Microsoft Remote Desktop

73 start

The user has a complete desktop including Start Button and fulbtohthe desktop
To assign to complete desktop, just use the AdminTool applicatroeda
Microsoft Remote Desktop

Blue Full screen TSplus Desktop VISTA style TSplus Remote Desktop

Mes Applications

-
O
Q

I (

nnnnnn

| £

To customize, the Administrator can change thd © customize, the Administrator can change the
desktop to display the Corporate logo desktop to display the Corporate logo
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Administrator tools on the server

With the AdminTool, the Administrator can easily decide whidltbe the default Remote Desktop theme
the user will see when opening a session.

TEplis

Select your prefered TSpluz T askbar theme

(®) Lze Blue taskbar theme az default

) Usze Silver taskbar theme as default

) Usze OnTop tazkbar theme az default

) Use Desktop theme one as defalt
() Uze Desktop theme bwo as default

[ ] Hide mernu options [ ] Hide systray icons

| Feplace logo/wallpaper on the Deskiop themes |

| Edit the uzer's memu |

Save

With the standard settings the user can choose a diffeffantitdbeme. The Administrator can restrict
users from changing themes.

By editing the users menu, the Administrator can add/suppressatigpls and functionality.
Customization of the users menu is easy. My Remote Desktouald loe replaced by Desktop
Folder=... or can be localized with the country language.

The content of user menus (mainmenu.mnu) is modified by thenadrator using Notepad

File Edit Format Wiew Help

[[menu] ~
My Remote Desktop=desktop$icon$display.ico

My Remote Documents=mydoc$icon$mydocs.ico

My Remote Programs=programs$icon$nwtools.ico

My Remote Printers=printers$icon$printer.ico

Remote Run...=run$icon$run.ico

Motepad=%C I"\WINDOWS\NoTepad, exa¥

Set this Theme as my default one=%C:“Program
FileshTsplushUserbesktopiyFileshsettheme. exe¥$iconfsettings. ico
select a new Desktop Theme=selectthemes.mnu$icon$search. ico
LD?DfF=%C:\PFDgFam
FiTes\TsplushUserDesktopsFilesylogoffsession. exeX$iconfexit.ico

[menusettings]
tﬁpe=23
showicons=1
iconsize=1
itemheight=34
colorl=153595562
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/5 Load balancing/Failover settings:to specify loadbalancing/Failover parameters

Eagdiatancing S Failavear

f_j Failowver Server

Server 1
Server 2 Save Ts.. M US
Server 3

Server 4

Server 5 Server Address
Server o

server 7 TCF port fumber
Server g

Server 9

Server 10

TerminalServicePlus

The system enables to use up to 10 servers with load balancing and to have one backup server to be used as
failover equipment. This very powerful and advanced capability is to be used when a large number of users/servers
have to be deployed.

TSplus

Server farm Windows 2003 SBS
Active Directory

Usually we recommend using one server for 50 concurrent userstaRdaisl commercial application
written in VB, C, C++, Delphi or Uniface you can go up to 100 coriirusers especially if you decide
to use XP 64 bits which is, according to our experience to top mositiogesystem delivered by
Microsoft. XP outstand far away Vista, Windows 7 or Windows 2008 iaml a much more stable
operating system. For W7, we recommend to use the 64 bits version
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£.¥ Connection client generator

Clisptisenerator s 4850

Ve

Remote Desktop and RemoteApp client generator

The generated client iz able to start either one Remote Desktop or a Remotedpp sezsion.
It zan alzo manage the most advanced Windows Seven connection functionalities.

Server address Part fumber

192168.0125 3389
Logon
JaohnD
Local devices Graphical zettings
[=] Diske () 8 bits - low
[=] Printesrs () 15 bitz - Medium

[=] COM ports (®] 15 hits - Medium

[] 5mart cards () 24 bitz - Hight

[ ]USE devices []¥ideo/direct

[ ] Bi-directional zound [®] Dualscreen [] Span

Single application startup path
[Iniverzal printer option

(®) Preview with the local PDF Readsr

() Print on default printer - local driver included

() Select the local printer - local driver included

() Streaming print on the default prinker - local driver incl,

Caonnection program name
JohnClient. exe

Connection program icon
Default icon
Other client uzefull options

[=] Disable the uzer Microsoft firewal [®] Do lnadbalancing

Ciomain name

Pazzword

|lzer experience

Remote Dezktop Windows
i) Full screen

(%) 800 5 K00

(01024 » 768

(1280 % 1024

Wirtual Application Publizhing

() Seamless Femote Application

Advanced client securnty options
[] Lock it on PC name
JUFITER

[[] Lack it o serial number
805025034

A

(JUse RDPS () Uze RDPE

Remote Desktop Client

The Remote Desktop client client has been copied on your Desktop

"

(3]
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The program allows changing the icon and the connection client program name.

Server Address:Enter the IP address of the server to which the client beusonnected.

Port Number: Enter the server port number

Domain name:Enter a domain name if any

User and Passwordif you enter a user/password, the client program will sktta retype it at each
session. If you type *SSO in the user name field, the glimgram will just ask once the logon/password
at the very first connection and will save this inforrmaton the user’s workstation so that the user
doesn’t have to identify himself ever again. To resetltigen/password saving, you must create and edit
a shortcut of the Remote Desktop Client and-a@det orswitch at the end of the target field.
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Advanced printing option: Universal Printer

The TSplus Universal Printer offers you a great capabibtprint documents from any PCs. When
selecting this printer, the document to print is automaticaltyerted into a PDF format file. This PDF
file is automatically pushed to the local Acrobat Read¢h@fuser workstation.

You can choose from 4 printing options:

Acrobat Reader preview:the document will be pushed and the local Acrobat Readebevill

open with the generated PDF file. The user can print #awee a copy on his local disk drive

Print on the user default printer: the document will be automatically pushed to the default user
printer (the local printing driver is included into the TSptosnection client).

Select a local printer: The user can select one of his local printer (the locatipg driver is
included into the TSplus connection client).

Streaming mode on the default printer:for large documents, the PDF file is splited into 2 pages
per 2 pages transfer / print process (the local printingdis included into the TSplus connection
client).

The Seamless client is compatible with any PC with XP, 2003, Vista, Windows 7 and Windows 2008.
Windows 95/98, NT and 2000 are not supported.

The RDP and USB are compatible with any Windows platform. It is why it must be used in any
deployment where old PC could be used to open a session.

Application publishing
TSplus supports 3 different kinds of Application Publishing

Microsoft Remote Desktop. The user will see the full Wind&®esnote Desktop in the session.
Application Control is not easy.

TSplus Taskbar. Any application, folder, shortcuts, documents... copigdei user Desktop
folder will be published with the TSplus Remote. In this cseuser does not have any access
to applications other than that decided by the administradpplication Control is much finer-
grained.

Assign one, two, three, or more specific applications to ageseg. In this case the user will
only see their assigned applications when opening a session.

There is a priority rule to remember: The Microsoft Remote Desktop has the highest priority, then t
TSplus Taskbar, then specific applications. If a user has cfispapplication assigned and TSplus
taskbar or Microsoft Remote Desktop, they will not see pleeific application because they have a lower
priority.
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You will add or delete applications using the AdminTool.

Aohninishrationstonsnhe

Tsplus - AdminTOOL

= {C} Published applications
EJ Microsaft Remote Deskkop

Add Add one application

Dizplay Marne WindowsE splorer

PathFilename C:AwWIMDOWS \explorer. exe

Start Directary oM DO S

Command line option

[ ] Launch thiz application maximized [] zsign this application ta Al Users

Server JUPITER -192.168.0122 Connections: 0/5 uszers Releaze 250.11.10
Thiz gerver praduct 1D iz 80902587 MW arning: Changing the zerver name will invalidate the licenze]

Trial penod 15 days [ 5 uzers]

&dministrator tools | Management of Published Applications | Assigning applications to users or groups
EJ Tsplus Remots Taskhar T .
EJ FloatingPans b ! S
E3 ms Calc TerminalServicePlus

Femove Remove the selected application

Fiun... Start thiz application to test it

Save

[ ] Launch thiz application minimized [ ] Launch and Hide this application

E xit

| Buy onling now! | | Activate the permanent license ‘

=

Calc is published as one example.

2. After declaring a new application, we recommend to use th¢ iTdutton to check that the

application is correctly started.

3. For each new application, you can specify if this applicatiornt stast maximized, minimized or

hidden. You can also tell the system to apply this applicédiaf users.
4. You must click on the button Save and Exit to store any modditat

At installation, the default settings is: Any RDP user will

see the complete

Microsoft Remote Desktop. Any Seamless users will have the TSplus Remote Taskbar.

The TSplus Taskbar publishes all shortcuts copied in the Desktop folder of the user.
When selecting TSplus Taskbar, you can request to automatically copy any of the
shortcuts available in the All Users Desktop folder and/or, to automatically create shortcuts

from applications assigned to the users with Application Control.
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Assigning Applications To Users Or Groups

The third section of the AdminTool has been greatly improved wétsion 3.20 to make Application
Control easier and very efficient.

Achministration Console

Tsplus - AdminTOOL

Administiator tools | Management of Published &pplications | A3sioning applications to users or groups

Application Contral: You can aszign applications to uzers or Groups' members
and you have the choice between 3 possible wizardsz.
Select the most zuitable one: Per uzer, Per Group or Drag and Crop TS

IS

TerminalServicePlus

Optiar 1: Drag and Drop

Azzigh applications

wsing & Drag and Drop [irag and Drop applications
araphical user interface s LRt

Option 2 assign per user

Azzign applicationz

to each uzerz [local uzers)
for Diomain ugers edit
AppControl.in)

Agzzign applicationz per User

Option 3 assign per aroup

Agzign applications
to Group members

; Azzign applications per Grow
[Local or Domain groups] oo oen E 2

[ ] Usger client automatic update release option

Server, JUPITER -192168.0122 Connections: 0/5 uzers Releaze 350.11.10 g
-E k
Thiz zerver product 1D iz 80902587 [ arning: Changing the server name will invalidate the license) “

Trial period 15 days [ 5 users]

| Buy onling now! | ‘ Activate the permanent licenze |

The administrator has 3 possible methods of publishing applicatiingssigning them to a user or
group members:

Option 1: Drag and Drop: Drag an application and drop it to a usamooup. This is a good method
when there are only a few applications, users or groupsaldasa quick way to visually check the
current application assignments.

Option 2: Assign Per User: Select/unselect listed applicationspmr aser basis.

Option 3: Assign Per Group: Select/unselect listed applicationspan group basis.
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Option 1: Drag & Drop wizard

In this example, the user Elizabeth will start the Payrplbliaation when opening her session.
Any members of the Payroll Group will start the Payrpjplacation and MS Office.

EE “Ycroups | =
&1 Administrators
B Power Users
& Remate Desktop Users
=8 Users
M5 Calc
=8 Users
& Administrator
& Clarencew
=8 Franck
FloatingPane!
MS Calc
windowsExplorer
&1 Helena
&1 Hendrik
=8 IohnD
Microsaft Remote Desktop
=-83 Paul
M5 Calc
8 Peterz
-8 vmadmin
=L} Applications
Microsoft Remote Desktop
T3plus Remote Taskbar
FloatingPane|
M5 Calc

Ta remove one application from a User or from a Group, just select it and press the DEL key.

m

[E1=

|Swilc:h ta 'perUSEF\S'| | Switch to ‘per Group! | | Edit AppContral.ini ‘ | Returm ta AdminT ool | | Save |

Option 2: Per User wizard Option 3: Per Groups wizard
The user Paul has only MS Calc The users group has MS Calc

“pplizationscantral =
VGt

Select a user, then you can select applicationfs) for this user and click 'SAVE' e
1t you are within » Domain, please use a Dormain Administator account Select a gioup. then you can select applications) for this group and click 'SAVE'
1F you are within a Diomain, please Use & Domain Admiristrater account

s P e | e i Reme [ Moot Remote Dekiop [ TSphs ol Tackber
Franck [l Ao et Power Users [C] FlaatingPanel M5 Cale

Helena PRemote Desktop Users [ WindowsEplorer

Hendiik

JohnD

P |
Peter

wmadmin

Bwichioper GROUP| | SwitchtoDragDiop | [ EdtappContiolini | | Retum o AdminT ool | [swichto'per usERS| [ SwitchioDraghiop | [ EditAppContolini | [ Retunto sdminTeol |

Note when using TSplus Seamless Client: With the TSplus I8sai@lient, the users will not display the
Microsoft Remote Desktop windows. The applications sit on the tesitop as if they were native
local applications. Users will see only the applicationggassi to them by the administrator.
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If a user has the right to use the default Microsoft RemotkiDp, the Seamless Client will
display a background color to avoid having both the Remote and the Lesktiolp icons piled on
the screen.

The Seamless Client session is held open only when an applictionning and being pushed
through to the local client. If no application has been assigneithigouser, TSplus will
automatically use the TSplus Taskbar.

If a user has specific applications assigned, they walinbessly see these applications when the
session is opened. When the last application is ckheeskession ends.

Other comments:

If no application is assigned to one user, he will sedibeosoft Remote Desktaphich will
display the shortcuts of he Desktop folder.

If one user has several allocations plushferosoft Remote Desktppe will see a remote
desktop.

If a user has several applications plusTBplus TaskBahe will see the TaskBar which displays
the shortcuts of his Desktop folder.

It is also possible to assign one specific application tespeeific user of a Domain. To do so,
just edit the AppControl.ini file and type the user name (JohnBxXample) in the “users="field
of the application paragraph.

If you want to start a script when the session open, you masé it LOGON.BAT or
LOGON.CMD and copy this script:

In the Application Data folder of All Users if this script éipp to all users,
In the Application Data of the user if this script applieghis user.

If you want to start a script on the client side when a@e$s opening, you just have to name a
program STARTUP.EXE and to copy it at the home drive of theRGgC:\startup.exe).

v

If you want a program to be started as a service whehSphus server reboots you have to nam
this program STARTUP.EXE and to copy it in the folder
C:\Program Files\TSplus\UserDesktop\Files\
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Firewalls: Please remember that in most cases connection troubleaate ddirewall rule on the server
side, on the network, or on the client side.

Firewall Port Requirements

The Internet (or internal company network)

One port for One port for
interactive \* 4,—///' interactive
communication communication
(3389 by default) (3389 by default)

TSplus TSplus

server client

Advanced Security options included in TSplus
Securing any server is a never-ending story where every expédtadd yet another chapter.

TSplus benefits from and is compatible with existing securityagtfucture in a company (Active
Directory, GPOs, HTTPS servers, SSL or SSL telecommtuimicaystems, VPN, access control with or
without ID cards, etc, etc).

For customers who want to easily secure their server, TSiius a set of simple and relatively effective
ways to enforce good levels of security.

Changing the RDP port number and setting up the firewall:

With the AdminTool, you can select a different TCP/IP port bemfor the RDP service to accept
connections on. The default one is 3389. You can choose any arbitranagsaming that it is not
already used on your network and that you set the same port number onrgwals and on each
TSplus user access program$plus includes a unique port forwarding and tunneling capbility:
regardless the RDP port that has been set, the RDP walso be available on the HTTP and on the
HTTPS port number!
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If users will be accessing your TSplus server from outsig@wf network, you must ensure all incoming
connections on the port chosen are forwarded to the TSplus server.

Teplispotnombern.” &

Enter a port number

ok | | Cancel

Server side security options:

The AdminTool allows you to deny access to any user that is ma asi Splus connection program
generated by the administrator. In this case, any udewthad attempt to open a session with any
Remote Desktop client other than the TSplus one (which assewéng the correct server address, the
port number, a valid logon and a valid password) will be discaedemtomatically.

The administrator can decide that only members of the RemotBesktop User groupwill be allowed
to open a session.

The administrator can decide that a password is mandatory topen a session.

Through setting the applicable local Group Policy, the admitistcan specify whether to enforce an
encryption level for all data sent between the client aademote computer during a Terminal Services
session. If the status is set to Enabled, encryptionifopahections to the server is set to the level
decided by the administrator. By default, encryption is seigb.H

The administrator can decide to set a firewall on the usdPC names.One the PC that are listed in a
.ini file can be able to open a session. Any other, evémawalid logon/password, will be rejected.

I UsersPCnameList.ini - Motepad g@g|

File Edit Format Wiew Help

[Li=stOf Authori=sedPC=] ~
Hy-PC—namne—is—-Allowved=yes=
Hiz—PC—name—i=—HNot-Al loved=no

EP-HP1l=ve=
XP-HPS=ve=
EP-HP35=ve=

The administrator can also set as a rule that only users with TSplus connection client will be able
to open a sessiomny incoming access with a standard RDP or WEBTS accdissenautomatically

rejected.
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Hiding the server disk drives:

The AdminTool includes a tool that enables hiding the serverdilig&s to prevent users from accessing
folders through My Computer or standard Windows dialog boxes.

Hide serverdrives

[ ] Digk A [] Digk W&
[ ] Disk B2y [] Disk 0%
[ ] Disk C:N [ ] Digk P
[ ] Disk. D& [ ] Disk @5
[ Disk E:N [ ] Disk A%
[ ] Digk F:u [ ] Disk 524
[ ] Disk G:& [ ] Digk T:%
[ ] Disk H: [ ] Disk L%
[ Digk 124 [ ] Diighe W
[ ] Digk J2 [] Drishe s
[ ] Digk k2 [ ] Drigh: 252
[ ] Digk Lo [ ] Dk v
[ ] Digk b4 [ Digk 24

| Hide selected diives |

| Select all | | Unzelect Al |

The tool works globally. This means that even the administvéatidhave no normal access to drives after
the settings have been applied.

Notes:

The tool flags the disks drives as hidden, but it also addsItDBEN property to all of the root folders
and users list in Document and Settings. If the administvedats to see these files he must:

1. Type the disk drive letter. For examde\<ENTER> which will take you to the D: drive.

2. Turn onSHOW HIDDEN FILES AND FOLDERS in the folder view properties.

TSplus access program security options:
The TSplus client generator gives the capability to locki®glus client to:
A specific PC name. It means this program will not be &blistart from any other PC.

A physical drive serial number (PC HDD or USB stick). Tikia very easy and powerful way to set a
high level of security. The only way to connect is wittpadsfic client, and this specific client can start
only on a specific USB stick or PC HDD. Some of our custeraer delivering fingerprint reading USB
sticks to each of their users and each generated pragjtaoked to the device serial number. In this
manner they can restrict access to the client prograif s well as ensuring the client program cannot
be copied off the USB stick and used elsewhere.
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HTTP and HTTPS access to the TSplus server

TSplus includes major enhancements to access the serveangingb browsers like Firefox, Chrome
Internet Explorer, Opera, Netscape or Mozilla.

The TSplus HTTP and HTTPS web server is started autaafigtics a service at each reboot. The
AdminTool allows you to start/stop the TSplus web server anatmooff the automatic startup at reboot.

TEplisinansusmentiost

| Stop 'eb Servers | TS ' _!rS

| TerminalServicePlus

| Dizplay settings

web port number [an

I The'web Server services are running...
Entrer your own data to generate your free zelf-zigned certificate

Your country code [2 char.] s

Your country name 154

Tour city name Haouston

f'our company hame ECkA

our divizion name Camouter Division

‘four department name T elecornmunication

| Generate your zelf-signed certificate |

Permanent license activation
Tour ProductD is: 209047 | Enter pour permanent license kepcode

& ctivate the license

Trial licenze, 14 days.
Change the HTTPS part number [not recommended) 443

A very useful set of HTML pages has been created toatebut-of-the-box”, ready to use web access to
the server. These pages are located in C:\PrograsiFplus\Clients\www\software

The HTTP and HTTPS web servers root foldeZd’rogram Files\T Splus\Clients\www

And of courseC:\Program Files (x86)\TSplus\Clients\wwwif you are using a 64 bits system.
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_

€« C' | © 184.73.198.100/portal.him| v A

-~

Java client inside your browser

—h
Simple, fast and flexrible: start your remote session inside your broswer. — _':_‘
For weh enabling your applications, it supports both: Java Client and M5 Activex| ‘,-/ 5 U
- : E 9 -
|~ Connect | Green city ~ | select your preferred background picture _
N

windows, Linux or MAC RDP client

Connect from Windows, Linux or MAC using FireFox, Chrome, Qpera, Safari or IExplorer.
It selects the most appropriate RDP client depending on the users system.

|~ Connect | Green city ~ | Select your preferred background picture

Starting seamless applications {(RemoteAPP)

Most of your connection parameters can he easily modified for remote applications.
For example, the user Logon/Password can be edited.

|'~,. Connect | Green city + | Select your preferred background picture

-> Clean client files on this user PC

eedeea

3

[ T3 WEB [ T3 WEE
C' | © 184.73.198.100/s0ftware/inside.ntm|? 1 wl N
Ii|/|:|:> = i) B - Documentl - Microsoft Wiord -8
Haorne | Insert Page Layout References Mailings Rewew Rty @
(550 L calibri (Body) vl24 - El=r A( % gﬁ
‘j 3 |B I U - abe x, x* |EJ |—
Paste Quick Change | Editing
50| (A aac[fA s &~ /8] Styles = Styles™ || -
Clipboard ™= Font (i Paragraph T | Styles {F]

Document Recovery

wword has recovered the Following
files. Sawe the ones you wish ko
keep.

'

Available files

igt__'] Documentl [Autosa... ;I

‘ersion created from...

L1101 80 Wednesd, Running MS Word|inside Chrome

réj Documentl [Autosa...
Wersion created from...
201 PM Tuesday, M

1@ Which file do T wank to save? ]
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Fast and easy file transfer between the user and the ser

TSplus 3.10 includes a unique method of transferring files:

F8 function key: From the local user workstationto the user Remote Desktop
Or
Shift F8 function key: From the TSplus serverto the local user Desktop

Because the file transfers are based on a Virtual Chanisel,0 times faster than a file copy, and it can
be done even when the local user disk drives are not mapped.

Transferring files or folders is easy: just drag & drop

CTRL F8: From the client to the server Shift F8: From the server to the client

Drag & drop files or folders is just a drag & drop action
From the local workstation to the Server Fronthe Server to the local workstation

Updating the client version automatically from the server

Our customers wanted to be able to update all of the generagetpribgrams without having to generate
a new client program for each workstation.

If TSplus on the server side is update to a new releasasémne will be prompted to recommend them to
update automatically their connection client from the server.
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Also, we store the client parameters locally and we offec#pability for the administrator to edit locally
these parameters on a specific workstation if needed.
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